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June 20, 2019 

INTENDED FOR ADDRESSEE(S) ONLY 

VIA U.S 1st CLASS MAIL & E-MAIL 

Office of the Attorney General 
Consumer Protection and Antitrust  
Gateway Professional Center  
1050 E Interstate Avenue Suite 200  
Bismarck, ND 58503-5574  
Email:  ndag@nd.gov 

Re: Notice of Data Event  

Dear Sir or Madam: 

We represent the Oklahoma Department of Securities, 204 North Robinson Avenue, Suite 400, 
Oklahoma City, Oklahoma, 73102-7001, and write to provide notice to your office of an incident 
that may affect the security of personal information relating to certain North Dakota residents.  This 
notice may be supplemented if significant facts are learned subsequent to its submission.  By 
providing this notice, the Oklahoma Department of Securities does not waive any rights or defenses 
regarding the applicability of North Dakota law, the North Dakota data event notification statute, 
or personal jurisdiction.

Nature of the Data Event 

On or about December 11, 2018, the Oklahoma Department of Securities (the “Department”) 
received a notice of a vulnerability in its firewall that made a server accessible. The Department 
took immediate steps to close the vulnerability in their system and took the server offline. The 
Department launched an investigation into the incident, and hired third party investigators to 
confirm what information, if any, may have been accessible. Through this investigation, on or about 
February 14, 2019, the Department determined that the server was accessible, and that the 
information contained on the server was potentially impacted. The Department reported this 
incident to the FBI on January 16, 2019 and has cooperated with the FBI’s investigation.   

On or about April 15, 2019, as the result of a thorough review of the potentially impacted contents 
of the server, the investigation confirmed a population of potentially impacted individuals.  On May 
24, 2019, the investigation identified additional individuals who may have been impacted by this 
incident. The types of personal information potentially impacted in relation to this incident include 
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the following: name, Social Security number, date of birth, driver’s license or state identification 
number, medical or health information and financial account information.  

Notice to North Dakota Residents 

On May 10, 2019, the Department began mailing written notice of this incident to the affected 
individuals. On June 20, 2019, the Department notified a second population of individuals 
identified as potentially impacted. The notified population included two hundred sixty-one (261) 
North Dakota residents. Written notice will be provided in substantially the same form as the letter 
attached hereto as Exhibit A.  

Other Steps Taken and to Be Taken 

After discovering this incident, The Department began an investigation to determine the nature 
and scope of this incident, including identifying the individuals who may be affected, putting in 
place resources to assist them, and providing them with notice of this incident. The Department 
identified and mitigated the issue by closing the vulnerability on the server, taking the server 
offline, and bringing in third party forensics to assess the incident. The Department has introduced 
additional steps to strengthen the security of its systems.   

The Department is providing potentially affected individuals access to twelve (12) months of credit 
monitoring and identity restoration services, through Experian.  Additionally, the Department is 
providing potentially impacted individuals with guidance on how to better protect against identity 
theft and fraud, including information on how to place a fraud alert and security freeze on one's 
credit file, the contact details for the national consumer reporting agencies, information on how to 
obtain a free credit report, a reminder to remain vigilant for incidents of identity theft and fraud by 
reviewing account statements and monitoring free credit reports, and encouragement to contact 
the Federal Trade Commission, their state Attorney General, and law enforcement to report 
attempted or actual identity theft and fraud. The Department notified law enforcement of this 
incident, and is also notifying other state regulators, as required. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security 
event, please contact us at 267-930-4798. 

Very truly yours, 

James E. Prendergast of 
MULLEN COUGHLIN LLC 

JEP:hpf 

Enclosure 



EXHIBIT A 
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